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As a result of this Modification the following section clauses are hereby made a part of SECTION I 
CLAUSES AND PROVISIONS of the Task Order 

52.204-2 Security Requirements (Aug 1996) 

(a) This clause applies to the extent that this contract involves access to information classified “Confidential,” “Secret,” 

or “Top Secret.” 

(b) The Contractor shall comply with— 

(1) The Security Agreement (DD Form 441), including the National Industrial Security Program Operating Manual 

(DoD 5220.22-M); and 

(2) Any revisions to that manual, notice of which has been furnished to the Contractor. 

(c) If, subsequent to the date of this contract, the security classification or security requirements under this contract are 

changed by the Government and if the changes cause an increase or decrease in security costs or otherwise affect any 

other term or condition of this contract, the contract shall be subject to an equitable adjustment as if the changes were 

directed under the Changes clause of this contract. 

(d) The Contractor agrees to insert terms that conform substantially to the language of this clause, including this 

paragraph (d) but excluding any reference to the Changes clause of this contract, in all subcontracts under this contract 

that involve access to classified information. 

 

52.204-9 Personal Identity Verification of Contractor Personnel (Jan 2011) 

(a) The Contractor shall comply with agency personal identity verification procedures identified in the contract that 

implement Homeland Security Presidential Directive-12 (HSPD-12), Office of Management and Budget (OMB) guidance 

M-05-24 and Federal Information Processing Standards Publication (FIPS PUB) Number 201. 

(b) The Contractor shall account for all forms of Government-provided identification issued to the Contractor employees 

in connection with performance under this contract. The Contractor shall return such identification to the issuing agency at 

the earliest of any of the following, unless otherwise determined by the Government: 

(1) When no longer needed for contract performance. 

(2) Upon completion of the Contractor employee’s employment. 

(3) Upon contract completion or termination. 

(c) The Contracting Officer may delay final payment under a contract if the Contractor fails to comply with these 

requirements. 

(d) The Contractor shall insert the substance of this clause, including this paragraph (d), in all subcontracts when the 

subcontractor’s employees are required to have routine physical access to a Federally-controlled facility and/or routine 

access to a Federally-controlled information system. It shall be the responsibility of the prime Contractor to return such 

identification to the issuing agency in accordance with the terms set forth in paragraph (b) of this section, unless otherwise 

approved in writing by the Contracting Officer. 

 

52.224-1 Privacy Act Notification (Apr 1984) 

The Contractor will be required to design, develop, or operate a system of records on individuals, to accomplish an 

agency function subject to the Privacy Act of 1974, Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and 

applicable agency regulations. Violation of the Act may involve the imposition of criminal penalties. 

 

52.224-2 Privacy Act (Apr 1984) 

(a) The Contractor agrees to— 

(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations issued under the Act in the 

design, development, or operation of any system of records on individuals to accomplish an agency function when the 

contract specifically identifies— 

(i) The systems of records; and 

(ii) The design, development, or operation work that the contractor is to perform; 
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(2) Include the Privacy Act notification contained in this contract in every solicitation and resulting subcontract and in 

every subcontract awarded without a solicitation, when the work statement in the proposed subcontract requires the 

redesign, development, or operation of a system of records on individuals that is subject to the Act; and 

(3) Include this clause, including this paragraph (3), in all subcontracts awarded under this contract which requires 

the design, development, or operation of such a system of records. 

(b) In the event of violations of the Act, a civil action may be brought against the agency involved when the violation 

concerns the design, development, or operation of a system of records on individuals to accomplish an agency function, 

and criminal penalties may be imposed upon the officers or employees of the agency when the violation concerns the 

operation of a system of records on individuals to accomplish an agency function. For purposes of the Act, when the 

contract is for the operation of a system of records on individuals to accomplish an agency function, the Contractor is 

considered to be an employee of the agency. 

(c)(1) “Operation of a system of records,” as used in this clause, means performance of any of the activities associated 

with maintaining the system of records, including the collection, use, and dissemination of records. 

(2) “Record,” as used in this clause, means any item, collection, or grouping of information about an individual that is 

maintained by an agency, including, but not limited to, education, financial transactions, medical history, and criminal or 

employment history and that contains the person’s name, or the identifying number, symbol, or other identifying particular 

assigned to the individual, such as a fingerprint or voiceprint or a photograph. 

(3) “System of records on individuals,” as used in this clause, means a group of any records under the control of any 

agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other 

identifying particular assigned to the individual. 

 

52.239-1 Privacy or Security Safeguards (Aug 1996) 

(a) The Contractor shall not publish or disclose in any manner, without the Contracting Officer’s written consent, the 

details of any safeguards either designed or developed by the Contractor under this contract or otherwise provided by the 

Government. 

(b) To the extent required to carry out a program of inspection to safeguard against threats and hazards to the security, 

integrity, and confidentiality of Government data, the Contractor shall afford the Government access to the Contractor’s 

facilities, installations, technical capabilities, operations, documentation, records, and databases. 

(c) If new or unanticipated threats or hazards are discovered by either the Government or the Contractor, or if existing 

safeguards have ceased to function, the discoverer shall immediately bring the situation to the attention of the other party. 

 

552.204-9 PERSONAL IDENTITY VERIFICATION REQUIREMENTS (OCT 2012) 

(a) The contractor shall comply with GSA personal identity verification requirements, identified at 

http://www.gsa.gov/hspd12, if contractor employees require access to GSA controlled facilities or information systems to 

perform contract requirements.  

(b) The Contractor shall insert this clause in all subcontracts when the subcontractor is required to have access to a 

GSA-controlled facility or access to a GSA-controlled information system. 

 

552.236-75 USE OF PREMISES (APR 1984) 

(a) If the premises are occupied, the Contractor, his subcontractors, and their employees shall comply with the 

regulations governing access to, operation of, and conduct while in or on the premises and shall perform the work 

required under this contract in such a manner as not to unreasonably interrupt or interfere with the conduct of Government 

business. 

(b) Any request received by the Contractor from occupants of existing buildings to change the sequence of work 

shall be referred to the Contracting Officer for determination. 

(c) If the premises are occupied, the Contractor, his subcontractors and their employees shall not have access to or 

be admitted into any building outside the scope of this contract except with official permission. 
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552.239-70 INFORMATION TECHNOLOGY SECURITY PLAN AND SECURITY AUTHORIZATION (JUN 2011) 

All offers/bids submitted in response to this solicitation must address the approach for completing the security plan and 

certification and security authorization requirements as required by the clause at 552.239-71, Security Requirements for 

Unclassified Information Technology Resources.  

 

552.239-71 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION TECHNOLOGY RESOURCES (JAN 2012) 

(a) General. The Contractor shall be responsible for information technology (IT) security, based on General Services 

Administration (GSA) risk assessments, for all systems connected to a GSA network or operated by the Contractor for 

GSA, regardless of location. This clause is applicable to all or any part of the contract that includes information technology 

resources or services in which the Contractor has physical or electronic access to GSA’s information that directly supports 

the mission of GSA, as indicated by GSA. The term information technology, as used in this clause, means any equipment, 

including telecommunications equipment that is used in the automatic acquisition, storage, manipulation, management, 

control, display, switching, interchange, transmission, or reception of data or information. This includes major applications 

as defined by OMB Circular A-130. Examples of tasks that require security provisions include:  

(1) Hosting of GSA e-Government sites or other IT operations; 

(2) Acquisition, transmission, or analysis of data owned by GSA with significant replacement cost should the 

Contractors copy be corrupted;  

(3) Access to GSA major applications at a level beyond that granted the general public; e.g., bypassing a firewall; 

and 

(4) Any new information technology systems acquired for operations within the GSA must comply with the 

requirements of HSPD-12 and OMB M-11-11. Usage of the credentials must be implemented in accordance with OMB 

policy and NIST guidelines (e.g., NIST SP 800-116). The system must operate within the GSA’s access management 

environment. Exceptions must be requested in writing and can only be granted by the GSA Senior Agency Information 

Security Officer.  

(b) IT Security Plan. The Contractor shall develop, provide, implement, and maintain an IT Security Plan. This plan 

shall describe the processes and procedures that will be followed to ensure appropriate security of IT resources that are 

developed, processed, or used under this contract. The plan shall describe those parts of the contract to which this clause 

applies. The Contractors IT Security Plan shall comply with applicable Federal laws that include, but are not limited to, 40 

U.S.C. 11331, the Federal Information Security Management Act (FISMA) of 2002, and the E-Government Act of 2002. 

The plan shall meet IT security requirements in accordance with Federal and GSA policies and procedures. GSA’s Office 

of the Chief Information Officer issued “CIO IT Security Procedural Guide 09–48, Security Language for Information 

Technology Acquisitions Efforts,” to provide IT security standards, policies and reporting requirements. This document is 

incorporated by reference in all solicitations and contracts or task orders where an information system is contractor owned 

and operated on behalf of the Federal Government. The guide can be accessed at 

http://www.gsa.gov/portal/category/25690. Specific security requirements not specified in “CIO IT Security Procedural 

Guide 09–48, Security Language for Information Technology Acquisitions Efforts” shall be provided by the requiring 

activity.  

(c) Submittal of IT Security Plan. Within 30 calendar days after contract award, the Contractor shall submit the IT 

Security Plan to the Contracting Officer and Contracting Officers Representative (COR) for acceptance. This plan shall be 

consistent with and further detail the approach contained in the contractors proposal or sealed bid that resulted in the 

award of this contract and in compliance with the requirements stated in this clause. The plan, as accepted by the 

Contracting Officer and COR, shall be incorporated into the contract as a compliance document. The Contractor shall 

comply with the accepted plan.  

(d) Submittal of a Continuous Monitoring Plan. The Contractor must develop a continuous monitoring strategy that 

includes:  

(1) A configuration management process for the information system and its constituent components; 

(2) A determination of the security impact of changes to the information system and environment of operation; 
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(3) Ongoing security control assessments in accordance with the organizational continuous monitoring strategy; 

(4) Reporting the security state of the information system to appropriate GSA officials; and 

(5) All GSA general support systems and applications must implement continuous monitoring activities in 

accordance with this guide and NIST SP 800-37 Revision 1, Guide for Applying the Risk Management Framework to 

Federal Information Systems: A Security Life Cycle Approach.  

(e) Security authorization. Within six (6) months after contract award, the Contractor shall submit written proof of IT 

security authorization for acceptance by the Contracting Officer. Such written proof may be furnished either by the 

Contractor or by a third party. The security authorization must be in accordance with NIST Special Publication 800-37. 

This security authorization will include a final security plan, risk assessment, security test and evaluation, and disaster 

recovery plan/continuity of operations plan. This security authorization, when accepted by the Contracting Officer, shall be 

incorporated into the contract as a compliance document, and shall include a final security plan, a risk assessment, 

security test and evaluation, and disaster recovery/continuity of operations plan. The Contractor shall comply with the 

accepted security authorization documentation.  

(f) Annual verification. On an annual basis, the Contractor shall submit verification to the Contracting Officer that the 

IT Security plan remains valid.  

(g) Warning notices. The Contractor shall ensure that the following banners are displayed on all GSA systems (both 

public and private) operated by the Contractor prior to allowing anyone access to the system:  

Government Warning 
**WARNING**WARNING**WARNING** 

Unauthorized access is a violation of U.S. law and General Services Administration policy, and may result in criminal or 

administrative penalties. Users shall not access other users or system files without proper authority. Absence of access 

controls IS NOT authorization for access! GSA information systems and related equipment are intended for 

communication, transmission, processing and storage of U.S. Government information. These systems and equipment 

are subject to monitoring by law enforcement and authorized Department officials. Monitoring may result in the 

acquisition, recording, and analysis of all data being communicated, transmitted, processed or stored in this system by 

law enforcement and authorized Department officials. Use of this system constitutes consent to such monitoring. 

**WARNING**WARNING**WARNING** 

(h) Privacy Act notification. The Contractor shall ensure that the following banner is displayed on all GSA systems 

that contain Privacy Act information operated by the Contractor prior to allowing anyone access to the system:  

This system contains information protected under the provisions of the Privacy Act of 1974 (Pub. L. 93-579). Any 

privacy information displayed on the screen or printed shall be protected from unauthorized disclosure. Employees who 

violate privacy safeguards may be subject to disciplinary actions, a fine of up to $5,000, or both. 

(i) Privileged or limited privileges access. Contractor personnel requiring privileged access or limited privileges 

access to systems operated by the Contractor for GSA or interconnected to a GSA network shall adhere to the specific 

contract security requirements contained within this contract and/or the Contract Security Classification Specification (DD 

Form 254).  

(j) Training. The Contractor shall ensure that its employees performing under this contract receive annual IT security 

training in accordance with OMB Circular A-130, FISMA, and NIST requirements, as they may be amended from time to 

time during the term of this contract, with a specific emphasis on the rules of behavior.  

(k) GSA access. The Contractor shall afford GSA access to the Contractor’s and subcontractors’ facilities, 

installations, operations, documentation, databases, IT systems and devices, and personnel used in performance of the 

contract, regardless of the location. Access shall be provided to the extent required, in GSA’s judgment, to conduct an 

inspection, evaluation, investigation or audit, including vulnerability testing to safeguard against threats and hazards to the 

integrity, availability and confidentiality of GSA data or to the function of information technology systems operated on 

behalf of GSA, and to preserve evidence of computer crime. This information shall be available to GSA upon request.  

(l) Subcontracts. The Contractor shall incorporate the substance of this clause in all subcontracts that meet the 

conditions in paragraph (a) of this clause.  

(m) Notification regarding employees. The Contractor shall immediately notify the Contracting Officer when an 

employee either begins or terminates employment when that employee has access to GSA information systems or data. If 

an employee’s employment is terminated, for any reason, access to GSA’s information systems or data shall be 

immediately disabled and the credentials used to access the information systems or data shall be immediately 

confiscated.  



6 

Mod PS05, GSQ0014AH1006 

(n) Termination. Failure on the part of the Contractor to comply with the terms of this clause may result in termination 

of this contract. 

 
 
As a result of this Modification the following section clauses are hereby made a part of SECTION C 
REQUIREMENTS/STATEMENT OF WORK of the Task Order 
 
Information Technology Resources 

In accordance with FAR 39.105, this section is included in the contract. 

 

This section applies to all users of sensitive data and information technology (IT) resources, including awardees, 
contractors, subcontractors, lessors, suppliers and manufacturers. 

 

The following GSA policies must be followed. These policies can be found at http://www.gsa.gov/directives or 
https://insite.qsa.qov/directives. 

1. CIO P 2100.1 GSA Information Technology (IT) Security Policy 

2. CIO P 2100.2B GSA Wireless Local Area Network (LAN) Security 

3. CIO 2100.3B Mandatory Information Technology (IT) Security Training 

Requirement for Agency and Contractor Employees with Significant Security 

Responsibilities 

4. CIO 2104.1A GSA Information Technology IT General Rules of Behavior 

5. CIO 2105.1 B GSA Section 508: Managing Electronic and Information 

Technology for Individuals with Disabilities 

6. CIO 2106.1 GSA Social Media Policy 

7. CIO 2107.1 Implementation of the Online Resource Reservation Software 

8. CIO 2160.4 Provisioning of Information Technology (IT) Devices 

9. CIO 2162.1 Digital Signatures 

10. CIO P 2165.2 GSA Telecommunications Policy 

11. CIO P 2180.1 GSA Rules of Behavior for Handling Personally Identifiable 

Information (Pll) 

12. CIO 2182.2 Mandatory Use of Personal Identity Verification (PIV) Credentials 

13. CIO P 1878.2A Conducting Privacy Impact Assessments (PIAs) in GSA 

14. CIO IL-13-01 Mobile Devices and Applications 

15. CIO IL-14-03 Information Technology (IT) Integration Policy 

16. HCO 9297.1 GSA Data Release Policy 

17. HCO 9297.2B GSA Information Breach Notification Policy 

18. ADM P 9732.1 D Suitability and Personnel Security 

The contractor and subcontractors must insert the substance of this section in all 

subcontracts. 
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(a) By completing Items 8 and 15, and returning ____ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or  
(c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED 
AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If 
by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes 
reference to the solicitation and this amendment, and is received prior to the opening hour and date specified. 

12.  ACCOUNTING AND APPROPRIATION DATA (If required) 

N/A 

13.  THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS, 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

  A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority)  THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT 
ORDER NO. IN ITEM 10A. 

  

 B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 

appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 

 
X 

C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

FAR Clause 52.212-4 -- Contract Terms and Conditions -- Commercial Items, (c) Changes 

 D.  OTHER (Specify type of modification and authority) 

  

E.  IMPORTANT:  Contractor [   ] is not,  [ X ] is required to sign this document and return      1_    copy to the issuing office (fax or email). 

14.  DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 

The Reconciliation Plan transmitted on July 22 and named “Contract Revenue Summary 7-22-16” in 
the official contract file is hereby approved. 
 
GSA accepts a $ credit on each invoice for the remaining twenty-two (22) billing periods (August 
2016 – May 2018) on this contract. 
 
The Task Order Firm Fixed Price Base plus three Option years total is reduced from $  to 
$ , a reduction of $14,898.65. 
 
 
 
Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect. 

15A.  NAME AND TITLE OF SIGNER (Type or print) 16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print) 

  
George P. Vance, VP Contract Operations Ben A. Reed, Contracting Officer 

15B.  CONTRACTOR/OFFEROR 15C.  DATE SIGNED 16B.  UNITED STATES OF AMERICA 16C. DATE SIGNED 

    
      8/9/2016 BY   

(Signature of person authorized to sign)  (Signature of Contracting Officer)  
NSN 7540-01-152-8070 
PREVIOUS EDITION UNUSABLE 

30-105 STANDARD FORM 30 (Rev. 10-83) 
Prescribed by GSA 
FAR (48 CFR) 53.243 

G.P.Vance 
Digitally signed by George P. Vance 
DN: cn=George P. Vance, o=ReefPoint 
Group, LLC, ou, 
email=gvance@reefpointgroup.com, 
c=US 
Date: 2016.08.09 09:15:12 -04'00'

Digitally signed by BEN REED 
Date: 2016.08.09 15:43:13 -04'00'

(b) (4)
(b) (4)

(b) (4)



 



(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)



(b) (4) (b) (4)

(b) (4) (b) (4)

(b) (4) (b) (4)

(b) (4) (b) (4) (b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4) (b) (4) (b) (4)



(
b
) 
(
4
)

(b) (4)



(b) (4)
(b) (4)

(b) (4)

(b) (4)


	GSA-2018-000428 Santos Encl 1 - SF 1449_Redactedb4
	GSA-2018-000428 Santos Encl 2 - SF 1449 Award Document_Redactedb4
	GSA-2018-000428 Santos Encl 3 - MOD PS02_Redactedb4
	GSA-2018-000428 Santos Encl 4 - MOD PS03 SmartBUY Final 2-03-16 signed Unredacted
	GSA-2018-000428 Santos Encl 5 - MOD PO03_Redactedb4
	GSA-2018-000428 Santos Encl 6 - MOD PS05 Unredacted
	GSA-2018-000428 Santos Encl 8 - Standard Form 30 Unredacted
	GSA-2018-000428 Santos Encl 9 - Mod PS06_Redactedb4
	GSA-2018-000428 Santos Encl 10 - MOD PS07_Unredacted
	GSA-2018-000428 Santos Encl 11 - MOD PS08_Redactedb4
	GSA-2018-000428 Santos Encl 12 - MOD PO09_Redactedb4



